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Abstract

The competition among major powers to acquire nuclear capabilities has shifted from
Europe to Asia over time. The addition of India, Pakistan, North Korea, and Israel has
resulted in two-thirds of the world's nuclear countries being located in Asia. Although
the NPT regime was established to ensure the peaceful management of atomic threats,
some political entities, such as Israel, managed these threats independently. It is
important to examine how Israel has managed nuclear threats because it signifies a
transformation in the realm of security. Israel has influenced this development by
utilizing cyber Trojan horses, particularly the Stuxnet worm, against Iran's nuclear
program. In this article, the authors examine the impact of the Stuxnet attack on Iran's
nuclear program and its influence on the realm of security and the Iran-Israel conflicts.
The findings indicate that cyber issues have become part of security discussions in
Asia after the Stuxnet attack. Iran, in response, aimed to deal with threats by bolstering
its cybersecurity infrastructure, establishing a cyber army, and investing in its cyber
capabilities. This has led to the occurrence of the Iran-Israel cyber war and the
normalization of the use of Trojan horses in Asia as a consequence of these policies.
This article relies on a descriptive-analytical method using library data.
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